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I. New Audit Projects for 2019-20 Hours Total 
A. 2018-19 Audit Projects Carried Forward to Be 

Completed in 2019-20 
Graduate Student Tuition Waivers 320 
Cybersecurity – Network Security 641 
Spearmart/Jaggaer 460 
Athletics Financials 364 
College of Law 646 
College of Medicine 388 
College of Engineering 743 
Seminole Boosters – Receivables 800 

Total Hours for Audit Projects Carried Forward from 
2018-19 Work Plan 4,362 
 

B. New Audit Projects for 2019-20 Hours Total 
 
State University System Performance-Based Funding 
(Mandatory)       680 
State University System Preeminence Funding (Mandatory) 725 
Audit of the Office of the University Registrar’s Internal  
Controls over the Driver and Vehicle Information  
Database (DAVID) (Mandatory)     140 
Cybersecurity – Continuous Vulnerability Management  800 
Campus Safety with Focus on Boundary Properties  620 
National High Magnetic Field Laboratory   893 
Cybersecurity – Inventory and Control of Hardware Assets* 298 
Major Construction Project – Earth, Ocean, and 
Atmospheric Sciences (EOAS) Building Closeout*  629 
Family Educational Rights and Privacy Act (FERPA) –  
Compliance*       535 
Admissions Acceptance - Compliance*    282 
Florida State University School (FSUS) – Business  
Practices Enhancement Program (BPEP) *   537 
Foundation – Compliance with Donor Intent*   677 
Direct Support Organizations (DSOs) External Audits –  
Financial Report Reviews (Required)      40 

 
 

1 We have planned that these six audit projects indicated by an asterisk (*) will be carried over with additional hours 
and completed in the next fiscal year, 2020-21. 



 

 

DSOs IRS Form 990 Reviews (Required)   20 
Fraud and Internal Controls Training to University  
Entities (Required)      40 
Review of College Town Financial Statements   40 
Advisory Services for University-Wide Cybersecurity  
Initiatives        160 
Research and Consulting      100 
Total Hours for New Audit Projects Begun in 2019-20   7,216 
 

C. Follow-Up Projects for 2019-20 Hours Total 
Follow-up activities for previously completed audits  635 
Total Hours for Follow-Up Projects for 2019-20    635 
 

D. Contingency for 2019-20 Hours Total 
The following audits have priority status to begin during 
fiscal year 2019-20, provided we have unforeseen 
available hours for them:      0 
FSU Campus in the Republic of Panama; Panama City, 
Florida Campus – BPEP; Foundation – Investment Returns; 
Administrators Classified as Faculty and College of 
Medicine – Clinic.   
Total Hours for Contingency for 2019-20     0 
 

E. Investigations for 2019-20 Hours Total 
This includes ongoing and new investigations that may result 
from faculty and/or staff requests, Whistleblower 
complaints, and complaints received from the Ethics Point  
hotline.        1,834 
Total hours for Investigations for 2019-20     1,834 
 
Total Direct Service Hours for 2019-20     14,047 
 

F. Audit Management and Administration Hours Total 

Audit management and administration includes 
administrative meetings, continuing professional 
development, and approved employee leave and holidays. It 
also includes maintenance of audit software and efforts 
towards continued accreditation in investigations.  6,143 
Total Audit Management and Administration    6,143 

Total Hours for 2019-20       20,190 
 



 

 

II. Audit Projects Carried Forward from 2018-19 Work Plan 

A. 2018-19 Audit Projects Carried Forward to be Completed in 2019-20 
Graduate Student Tuition 
Waivers 

The purpose of this ongoing audit is to evaluate the University’s 
administration and oversight of graduate student tuition waivers, in 
accordance with applicable laws, rules, and regulations, as well as 
University policies. Relative to our audit time period of Fall 2017, the 
total University-wide allocation for 2017-18 graduate waivers was 
$45,494,138.  The three largest allocations were to the College of Arts 
and Sciences ($23,047,887), College of Education ($4,634,857), and 
College of Music ($3,128,915).  These allocations are to cover both 
matriculation and out-of-state tuition waivers.  Each college determines 
the amount of each type of waiver it will provide.  The 2017-18 
graduate tuition rates for FSU’s main campus were $403.52 per credit 
hour for a graduate matriculation waiver and $601.31 per credit hour 
for a graduate out-of-state waiver. 

Cybersecurity – Network 
Security 

Network control devices, when effectively managed, help protect 
internal network resources from external risks. The purpose of this audit 
is to assess the University’s current policies, procedures and processes 
to provide assurance that network device configuration weaknesses are 
identified and remediated in a timely manner. 

Spearmart/Jaggaer On March 20, 2017, the University launched its new SpearMart 
electronic procurement system by Jaggaer (formerly SciQuest). The 
purpose of this audit is to review cybersecurity audits of the cloud-based 
service provider to evaluate the potential impact of any cybersecurity 
concerns on the University. We will also review security roles for 
appropriateness and determine whether workflow approvals have been 
properly implemented, including workflow approvals by Sponsored 
Research Administration. 

Athletics Financials At many universities, athletics expenses outpace athletics revenue, 
which requires a growing need for additional revenues. The purpose of 
this audit will be to report on and evaluate trends in revenue and 
expenditures at FSU over recent fiscal years and to identify any 
additional areas in need of review. 

College of Law The College of Law maintains independent control over student 
admissions and processes grade information outside of the University’s 
ERP system. The primary purpose of the audit of the College of Law 
will be to determine whether the College has implemented adequate 
internal controls over student admissions and recording and securing 
grade information. We will also review the process for awarding 
scholarships. 
 



 

 

College of Medicine (COM) For this ongoing project, following an assessment of risks and 
controls, we established for our primary audit objectives to determine 
whether: (1) the COM management has adequately managed and 
monitored software, software licensing, and software maintenance 
contracts, in compliance with University policies and procedures; and 
(2) the FSU College of Medicine and the vendors represented in the 
contracts complied with selected key terms of the contract. 

 
For the period July 1, 2017, through March 1, 2019, the College of 
Medicine had $1,504,017 in purchase orders for software, software 
licensing, software maintenance, and software capital.  

College of Engineering This audit will be conducted jointly with the FAMU Division of Audit 
and Compliance. The purpose of this audit will be to evaluate the dual 
systems of internal control for this jointly operated academic program, 
to identify potential weaknesses in internal controls and inconsistencies 
in processes, and to recommend improvements where needed. 

Seminole Boosters - 
Receivables 

The purpose of this audit is to evaluate the effectiveness of Seminole 
Booster’s internal controls, specifically as they relate to collection of 
Booster receivables. 

B. New Audit Projects for 2019-20 
State University System 
Performance-Based 
Funding (Mandatory) 

The purpose of this audit, mandated by the State University System of 
Florida, Board of Governors, is to assess controls that address the topic 
of data integrity, including an analysis of the processes, procedures, 
system-based controls, and other data verification measures in place to 
support the integrity of information presented by the University to the 
Florida Board of Governors (BOG) for the University’s Performance-
Based Funding calculations. This is the sixth year we are conducting 
this BOG-mandated audit. 

State University System 
Preeminence Funding 
(Mandatory) 

The purpose of this audit, mandated by the State University System of 
Florida, Board of Governors, is to assess controls that address the topic 
of data integrity, including an analysis of the processes, procedures, 
system-based controls, and other data verification measures in place to 
support the integrity of information presented by the University to the 
Florida Board of Governors (BOG) for the University’s Preeminence 
Funding calculations. This is the first year we are conducting this BOG-
mandated audit. 

Audit of the Office of the 
University Registrar’s 
Internal Controls over the 
Driver and Vehicle 
Information Database 
(DAVID) (Mandatory) 

The purpose of this audit is to provide the attestation statement required 
by the Department of Highway Safety and Motor Vehicles to ensure 
that the University unit is using DAVID information in an appropriate 
manner, as required by the Memorandum of Understanding for Drivers 
License and/or Motor Vehicle Record Data Exchange. 



 

 

Cybersecurity - Continuous 
Vulnerability Management 

Attackers take advantage of the time between the identification of new 
information on vulnerabilities and the remediation of those 
vulnerabilities. The purpose of this project will be to determine whether 
the University continuously acquires, assesses, and takes action on new 
information in order to identify vulnerabilities, remediate, and 
minimize the window of opportunity for attackers. 

Campus Safety with Focus 
on Boundary Properties 

As FSU has expanded its boundaries of properties off the main campus, 
Florida State University Police Department (FSUPD) faces increased 
challenges to manage the security of these properties.  These include 
the School for Entrepreneurship, the new Foundation building, the 
Challenger Learning Center, the new College of Medicine Clinic near 
Innovation Park, the College of Law, the School for Autism/Autism 
Institute, the Master Craftsman facility on Gaines Street, and other 
zones outside the main campus.  This audit would entail assessing key 
security controls such as uniform card access, CCTV, panic buttons, 
training of staff in security, alarms, routine patrol coverage, and a crime 
prevention assessment, with assistance from FSUPD crime prevention 
staff.  This is a necessary audit to ensure these environments have 
sufficient controls in place for a rapid response to a crisis situation. 
 

National High Magnetic 
Field Laboratory 

The National High Magnetic Field Laboratory (MagLab), is the largest 
and highest powered magnet lab in the world. The MagLab is funded by 
the National Science Foundation and offers scientists from across the 
globe access to unique instruments and expertise.  The scope of this 
audit will be determined through discussions with MagLab management 
and a review of risks and controls related to revenue sources, 
expenditures, and cost allocations, and may include auditing one or 
more major contracts. 
 Cybersecurity - Inventory 

and Control of Hardware 
Assets* 

ITS maintains an inventory of hardware that is a part of the University’s 
core network. ITS - CTS manages servers and devices outside the core 
network if they have been given the authority. Servers and devices not 
managed by an ITS entity cannot be readily identified, but are 
connected to the core network in the building in which the equipment 
resides. The purpose of this audit will be to evaluate the maturity of the 
University’s information technology hardware inventory management 
process with attention to non-ITS managed servers and devices, 
wireless devices, and VPN. Based on available hours this fiscal year 
and the estimated hours needed for completion, we anticipate 
carrying over this project into fiscal year 2020-21. 

Major Construction Project 
– EOAS Building Closeout* 

The purpose of this construction closeout audit will be to evaluate the 
adequacy of controls over the administration of capital construction 
operations and determine if construction costs on the EOAS 
construction project are documented and in compliance with 
contractual provisions and applicable laws, rules, and regulations. The 
audit will identify any over-payments, for recovery. Based on available 
hours this fiscal year and the estimated hours needed for 
completion, we anticipate carrying over this project into fiscal year 
2020-21. 



 

 

Family Educational Rights 
and Privacy Act (FERPA) 
Compliance* 

The Family Educational Rights and Privacy Act (FERPA) requires the 
privacy of student educational records to be protected.  The purpose of 
this audit will be to assess the University’s efforts to comply FERPA 
requirements. Based on available hours this fiscal year and the 
estimated hours needed for completion, we anticipate carrying over 
this project into fiscal year 2020-21. 

Admissions Acceptance – 
Compliance* 

The purpose of this audit will be to evaluate internal controls over the 
University’s process for admissions acceptance. Based on available 
hours this fiscal year and the estimated hours needed for 
completion, we anticipate carrying over this project into fiscal year 
2020-21. 

Florida State University 
School – BPEP* 

This audit is part of the OIGS’ Business Practices Enhancement 
Program. The primary purpose of such audits is to provide University 
administrators with assistance in strengthening procedures over cash 
handling, payroll, purchasing, human resources, inventory, and other 
facets of the entity under review. The mission of Florida State 
University Schools is to advance Florida’s K-12 education through 
exemplary teaching, research, and service.  For the planned project, we 
intend to conduct an initial assessment of risks and controls and identify 
areas in need of further review. The beginning operating budget for 
Florida State University School for 2018-19 was $16.8 million. Based 
on available hours this fiscal year and the estimated hours needed 
for completion, we anticipate carrying over this project into fiscal 
year 2020-21. 

Foundation – Compliance 
with Donor Intent* 

The Florida State University Foundation’s mission is to enhance the 
academic vision and priorities of FSU through its organized fundraising 
activities and funds management. Established in 1960, the Foundation, 
a nonprofit corporation, today manages an endowment of more than 
$509 million (as of June 30, 2019). The Foundation is responsible for 
having controls that ensure donated monies are expended in a manner 
consistent with donor restrictions.  The purpose of this audit would be 
to conduct a comprehensive donor intent audit to ensure Foundation 
staff expend gift monies in accordance with donor intent. Based on 
available hours this fiscal year and the estimated hours needed for 
completion, we anticipate carrying over this project into fiscal year 
2020-21. 

DSOs External Audits – 
Financial Reviews 
(Required) 

Each University Direct-Support Organization (DSO) is required to 
provide an annual audit of its accounts and records by an independent 
certified public accountant in compliance with Section 1004.28(5), 
Florida Statutes. The purpose of this review is to confirm that 
University DSOs comply with this statutory requirement and to identify 
areas of concern in individual DSO audits that may require further 
attention. 



 

 

DSOs IRS Form 990 
Reviews (Required) 

Each University Direct-Support Organization meeting certain financial 
criteria is subject to Internal Revenue Service requirements to complete 
Form 990, “Return of Organization Exempt from Income Tax.” The 
purpose of this review is to confirm that IRS filings have been 
submitted as required and are consistent with the results of audited 
financial statements. 

Fraud and Internal 
Controls Training to 
University Entities 
(Required) 

As part of its services to the University community, the Office of 
Inspector General Services provides training services throughout the 
University, to include fraud awareness and internal controls. Training 
classes are held at least four times per year. 

Review of College Town 
Financial Statements 

College Town, LLC was formed as a limited liability company in 
December 2011, to develop, maintain, manage, and operate a mixed-
use project consisting of approximately 34,000 square feet of 
commercial space, 71 residential units, and an entertainment and food 
service venue. Initial construction was completed in July 2013 and the 
company continues to develop. At December 31, 2017, assets were 
$25.2 million, with liabilities exceeding assets by $3.88 million. Total 
operating income for 2017 was $2.54 million, operating expenses 
were 1.31 million, and after other expenses to include interest expense, 
depreciation, management fees, and other items, the net loss for the year 
was $596,484. This consulting engagement will include continued 
review and summary reporting on financial statements issued to date 
and additional inquiries and audit work considered necessary. 

Advisory Services for 
University-Wide 
Cybersecurity Initiatives 

The IT audit function monitors the implementation of and is asked to 
provide advisory services during the continuous improvement of 
University-wide cybersecurity. In addition, it has become critical for 
the IT audit function to familiarize itself with significant new 
technology projects.  This offers the opportunity to evaluate internal 
controls during implementation and become familiar with these 
technologies. 

Research and Consulting OIGS Research and Consulting hours are dedicated to assisting 
University and other entities with informational/advisory services, as 
needed. 

 

C. Follow-up Projects for 2019-20 
Audit Follow-Up Follow-up activities on management recommendations are conducted 

on previously completed audits. Follow-ups are conducted every six 
months, in February and August. 

 


